Lab 7 Report

Jason Tolbert
The Pennsylvania State University
IST 894-001: Capstone Experience
Dr. Michael Bartolacci, Instructor

Sunday, March 9"



Table of Contents

GENEIAl OVEOIVICW...ueeeeeeeerereierereeerereessesesssesesssessssssssssssssssssssesssssesssssesssssesssssssssssnnses
TECHNICAl OVEIVIEW cueeueeeeeeeeeeiererererereeesesesssesessssssessessesssssesssssesssssssssssssssssessssssssssns
REOTEIEINICES «euuuneeeiinereiiererererereessesesssesesssesesssssssssssssssssssssssssssssssssssesssssesssssesssssenssssnns

Y o] =110 K o Lo X £ S



General Overview

This lab guides demonstrates to participants several basic network and web application

vulnerabilities.

The lab begins by introducing participants to packet analysis. Packet analysis, broadly
speaking, is the interception and examination of data that travels across a computer
network. Packet analysis allows security professionals to monitor traffic patterns and
detect anomalies that might be indicative of a cyberattack (Joseph et al., 2024). Users use
Wireshark (a popular graphical packet analysis program) and tcpdump (a popular
command-line program for the same) to capture, analyze, and understand the contents of

network packets traveling to and from their machine.

The lab continues by teaching participants of the dangers of insecure network protocols,
namely Telnet (a protocol for remotely connecting to one computer’s command line from
another) and FTP (a protocol for wirelessly transferring files between two computers).
Telnet and FTP are insecure because they are unencrypted. Unencrypted traffic is far easier
for users of packet analysis tools — like Wireshark — to analyze than encrypted traffic
(Sikos, 2020). This, as participants learn, is especially dangerous when sensitive
information is part of that traffic. Both Telnet and FTP typically require the user to provide
credentials before connecting to remote machine. Participants use preset credentials to

establish authenticated connections over both protocols — only to check Wireshark and



see that their credentials have been captured in plain text. (It’s worth noting that the
insecurity of Telnet and FTP isn’t much of a concern these days; both protocols have been
obsolesced by more secure successors (Nixon & Devaraj, 2016) and are rarely used in

modern computing environments.)

The lab then pivots from network security to web app security. Participants are taught
about cross-site scripting (XSS). XSS is a vulnerability which allows client-side scripts to be
injected into web pages and run on the machines of their visitors. Specifically, participants
learn of three types of XSS: reflected XSS, where a website accepts input from a user and
renders it back to them in an unsafe way; stored XSS, where a malicious script is
persistently stored somewhere on the target server and is run on the user’s machine
whenever their browser requests information from that location on the server; and DOM-
based XSS, where a malicious script is injected through vulnerabilities in the website’s

JavaScript code (Drissi, 2024).



Technical Overview

This lab provides participants hands-on experience with network traffic analysis and

teaches them of the risks of insecure network protocols and common web vulnerabilities.

The lab begins by introducing participants to packet sniffing and traffic analysis. Most of
this segment is focused on Wireshark, but participants also get exposure to tcpdump.
Participants capture traffic as it goes between their own machine and a remote one and

analyze their contents.

After being introduced to Wireshark, participants use it to explore firsthand the dangers of
using outdated, unencrypted, network protocols — namely, Telnet and FTP. After
establishing and closing a Telnet connection with a remote machine, participants return to
Wireshark to see the packets captured during the connection. Examination reveals to them
that their Telnet credentials were exposed in plain text. Participants then to do a similar
exercise with FTP. Both Telnet and FTP have long been obsolesced by the more secure SSH
and SFTP. This is also touched on in the lab — participants open a premade Wireshark
capture of an SSH connection and see for themselves that unlike the packets from the

Telnet connection, the SSH packets are encrypted, and no credentials are plainly exposed.

The lab then pivots to web app vulnerabilities. Participants explore vulnerabilities on both

the client side and server side. All three kinds of cross-site scripting — stored, reflected,



and DOM-based — are covered. Though participants never exploit XSS to run any actual
malicious code, they do use it to perform relatively harmless actions — like triggering
JavaScript alerts — that allow them to get an idea of what XSS could potentially be used for
in the hands of a real attacker. In addition to XSS, the lab has participants explore SQL
injection and directory traversal in the hopes of stressing to them the importance of

sanitizing user inputs.
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Screenshots

Student
¥ 1.0Opening a Browser

To open a browser, click on the bottom left portion of
the screen, navigate to the 'Internet’ tab screen and

select 'Firefox Web browser". In the URL bar, type O & webvulnssportal.php
http://web-vulns to access the vulnerable website.

Cchallenges x| +

© Firefox automatically sends some data to Mozila 5o that we can improve your experience.  Ghoose What | Share
chieckpoint

e Admin

Make Firefox your default

Please select a scenario from the left.

The first thing displayed will be a login form. Enter
admin for both the username and the password.

username: admin

©) password: admin

(® Video walkthrough

Step 1/14

Figure 1. The web-vulns main page.
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¥) 2. Reflected XSS attacks - 1

I .-
ChallEnges Infosec x| +

The common attack vector includes the following - c O & webvuins ;

steps: Fo
| @ firefox automaticaily sends some data to Mozill 5o that we can improve your experience.  Choose What I Share
checkpoint

fo

2. The victim clicks the link, which sends a request to iptables r.
" | pzableon
avulnerable website

1. The attacker tricks the victim into clicking a link

(via email or other types of phishing methodologies) Change Password " Creata Usar " Set Security Lave elcome Admin

3. The malicious script is executed when the

wvulnerable site is visited XSS - Reflected (GET)
Enter your first and last name:

4. Based on the payload used, the attacker then can: First name:

perform any action within the application as the

victim, access and modify all information related to

the victim, and initiate interaction with other users.

<b>XSS attack</b>
Last name:

tes]
To view an example of Reflected XSS, click on A1 -
Cross-Site Scripting (XSS) on the left pane of the ﬂ
www.web-vulnerabilities.com website. Then select
Cross-Site Scripting - Reflected. An input form like . Welcome XSS attack test
the one shown in the image below will be displayed.

<b>XSS attack</b>

AR

(® Video walkthro

Step 2/14

Figure 2. An example of a reflected XSS attack.
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¥ 3.Reflected XSS attacks -2

The bolded text displayed proves that the website is
wulnerable to XSS. Another test would be to include a
simple javascript code line in the form. If the code is = x
ek e e Al ncdEico e i | @ Firetox automatically sends some data to Mozilla so that we can improve your experience.  Choose What I Share
scripts to the website to exploit the vulnerability. The checkpoint

following javascript code creates a pop-up alert:

ChallEnges - Infosec x| +

O & web-vulns/xss ¢ g me=<script>alert(‘Refl X5')<s62Fscri

fo

@) <script>alert('Reflected XSS') iptables r

</script>

© web-vulns

Reflected Xs5

A pop-up will appear containing the message ‘Reflected
XSS' after clicking on Go.

L1 riosec—wai. |

{} Need a hint?

(® Video walkthrough

Step 3/14

Figure 3. A second example of a reflected XSS attack (the "first name" was JavaScript code to display the pictured alert).



¥) 4.Stored XSS attacks- 1

One example of a website vulnerable to Stored XSS
can be found on http://web-vulns

On the left pane, click on XSS - Stored (Blog). The
following content will be displayed:

The website allows users to add comments that can
be viewed by other users. To test if the input is being
handled correctly, just as during Reflected XSS
testing, submit a bolded text using the following
HTML line:

<b>XSS attack - stored</b>

Because the comment gets displayed on the
website, it is safe to assume that it's being stored in
a database. The website is vulnerable to Stored XSS
because the text was stored in bold, meaning that
HTML tags are not filtered properly.

® Video walkthrough

Step 4/14

Student

-

InfoSec

Welcome Admin

XSS - Stored (Blog)

<b>XSS attack - stored</b>!

Show all:
m Add: Delete: (] Your entry was added to our blog

# Owner Date Entry

1 admin 2025-03-06 XSS attack - stored

23:36:52

AE_u D e

Figure 4. An example of a stored XSS attack.

Logout




¥) 5.Stored XSS attacks -2

An attack vector in this case would be to include a link
in the comments that when clicked, hijacks the user
account or gathers user data. Adversaries usually
make these links look unsuspicious to trick the users
into clicking them. The HTML code for such an attack
would look like the following:

To view something interesting, <a
href="www.not_secure. con">click
here</a>

Write the line above in the input box and click submit.
The output will look like in the image below.

Try opening the link by opening it in a new tab

IMPORTANT: Make sure to open the link in NEW
TAB so you do not navigate away form http://web-
wvulns

{} Need a hint?
(® Video walkthro

Step 5/14

Student

404 Not Found X +

O A web-vulns/xss_stored_1.php

Welcome Admin

XSS - Stored (Blog)

To view something interesting, <a hy yw.not_secure.com">click

here</a>

Show all:
m Add: Delete: () Your entry was added to our blog!

Owner

admin

admin

Date

2025-03-06
23:36:52

2025-03-06
23:38:01

AR =S

Figure 5. A second example of a stored XSS attack.

Entry

XSS attack - stored

To view something Interesting, click here

Logout
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The Wireshark Network Analyzer

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

" ADAC R BER@ a<c->n e« >EEceocE@R

n -+

Welcome to Wireshark

using this fitter: N ~ Allinterfaces shown

etho

any

Loopback: lo
bluetooth-monitor

User's - Wiki - Questions . Malling - SharkFest -  Wireshark - Donate
Gulde and Answers Lists Discord

You are running Wireshark 4.4.2.

B Ready to load or capture No Packets Profile: Default

Figure 6. The Wireshark interface.

INFOSEC X Exit Lab

Instructions  Resources e %

UISSIIUUUIY, analy 313, Sultware
development, and communications protocol
development. It is also employed for educational
purposes and for intercepting network traffic. Like
tcpdump, Wireshark captures packets, but it offers a
graphical user interface along with advanced sorting
and filtering features. Wireshark allows users to set
network interface controllers to promiscuous mode,
meaning all traffic on that interface— including
unicast traffic not addressed to the NIC's MAC
address— will be displayed. Similar to tcpdump,
superuser privileges are required on some systems to
run Wireshark.

& sudo wireshark

Network Traffic

In the window that appears after running the
command, select eth0 as the network interface for
Wireshark to sniff packets. This interface is chosen
because both the student (in this case, a Telnet
client) and the Telnet server are connected to this
network. To start sniffing, click the Wireshark logo in
the upper left corner.

Since Wireshark was initiated using the terminal, the
terminal screen will appear to have frozen, not
allowing other commands to be executed. To use the
terminal you will need to open a new terminal
session.

How does Wireshark differ from tcpdump?

Type one of the choices listed.

It can handle more data
It offers a graphical user interface
It is faster at processing

Previous ] [ Next -

58 Minutes Remaining
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s Edit View Help

root@labuser...l-machine:

Figure 7. Accessing a remote machine over Telnet.

INFOSEC X Exit Lab

Instructions  Resources e %
(CPUTMP;, VWi ©aiial R Lapiuled Pavnets, DUt It UIeis a
graphical user interface along with advanced sorting
and filtering features. Wireshark allows users to set
network interface controllers to promiscuous mode,
meaning all traffic on that interface— including

unicast traffic not addressed to the NIC's MAC
address— will be displayed. Similar to tcpdump,
superuser privileges are required on some systems to
run Wireshark.

& sudo wireshark

Network Traffic

In the window that appears after running the
command, select eth0 as the network interface for
Wireshark to sniff packets. This interface is chosen
because both the student (in this case, a Telnet
client) and the Telnet server are connected to this
network. To start sniffing, click the Wireshark logo in
the upper left corner.

Since Wireshark was initiated using the terminal, the
terminal screen will appear to have frozen, not
allowing other commands to be executed. To use the
terminal you will need to open a new terminal
session.

How does Wireshark differ from tcpdump?
Type one of the choices listed.

It can handle more data
It offers a graphical user interface
It is faster at processing

It offers a graphical user interface

v/ Well Done

[ - Previous ] { Next - ]

54 Minutes Remaining
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telnet_packets peay

File Edit View Go Capture Analyze Statistics Telephony

ADA®G® R RE@ o « >0 « > 8

N tep.stream eq 0

No. Time
.510173675

.5089971948
.569817558
. 589759860
.507598632
507587299
5087528966
.567521963
5687414723

Source
192.168.1.101
162

192.
192,
192.
192.
192.
192.
192.
192.

Wirele:

Destination
192.168.1.102
192, ¥

102
102
.101
.101
102
101
.102
.182

Tools Help

Protocol Length Info
TCP 74 54874 -

S8
66 54874 - 23
99 Do Encryptis
66 23 - 54874
78 Do Terminal
66 54874 . 23

111 Won't Encry|
66 54874 . 23

149 Suboption N{

Displayed: 58 (0:1%) - Dropped: 0 (0.0%) © Profile: Default

Figure 8. Packets captured from the Telnet connection.

INFOSEC X Exit Lab

Instructions  Resources e %

To check the username of the currently logged-in
user, type:

& whoami

Exit the telnet connection by typing the following
command:

@ exit

Telnet - 2

Switch back to Wireshark to view the captured
packets.

Right-click on one of the packets generated after
authentication. Then select Follow and click on TCP
Stream to see the transmitted data. In the window
that pops up, you will be able to see all
communication between the server and the client,
including the username and password.

Similarly, an unauthorized party with access to the
network can use Wireshark or tcpdump to capture
information from the Telnet communication. You can
now close the Follow TCP Stream window.

To save the captured packets to a file, stop the
network sniffing first by clicking on Capture and
selecting Stop from the menu, or by clicking the stop
icon within Wireshark.

Then click on File and Save As. Save the file as
telnet_packets.

Which command is used to check the current user?

whoami

v/ Well Done

- Previous ] [ Next -

52 Minutes Remaining
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E Trash
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Ubuntu 20.4 - firewall v

Mar9 14:26 ®

ubuntu-user@ubuntu19:

:-$ sudo sh -c 'iptables-restore -v < /iptable-rul
[sudo] password for ubuntu-user:

# Generated by iptables-save v1.8.4 on Mon Jun 28 11 148 2021
Flushing chain “INPUT'

Flushing chain “FORWARD'

Flushing chain ‘OUTPUT'

# Completed on Mon Jun 28

Figure 9. Restoring iptables rules from a text file.

INFOSEC X Exit Lab

Instructions  Resources [~ -3

To begin this lab we must first load in our
firewall rules with the following command:

@ sudo sh -c 'iptables-restore -v < /iptable-rules.txt'
When prompted for the password, type:

@ passwOrd!

Route

Since the firewall connects two entities (the webserver
and the student), specific rules must be set to allow
proper communication. To view the network, use the
route command, which displays the host's routing
table. Devices use these tables to make routing
decisions for TCP/IP packets. On individual hosts, the
routing table typically includes the default gateway,
subnet, and active network interface.

Run the following command on the firewall:

@ route

The output reveals that the firewall is part of the
192.168.1.0/24 subnet.It also shows the routing for

packets whose destination is not specified, which are
sent to the default gateway 192.168.1.1

Which network interface is displayed in the output?

[ +  Previous Next - ]

—— 47 Minutes Remaining
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Ubuntu 20.4 - firewall v

Mar9 14:27 o

ubuntu-user@ubuntu19:

$ sudo sh -c 'iptabl, restore

[sudo] password for ubuntu-user:

# Generated by
Flushing chain
Flushing chain

iptables-save v1.8.4 on Mon Jun 28 11
NPUT'
FORWARD'

Flushing chain "OUuTPUT'
# Completed on Mon Jun 28 1
$ route
Kernel IP routing table
Destination Gateway 3 Flags Metric Ref Use Ifac
default 192.168.1.1 .0.0. UG 100 e © ens3.
link-local 0.0.0.0 .255.0. 1000 e 0 ens3.
192.168.1.0 .0.0.0 100 © ens3,
S |

2

Figure 10. The output of the "route” command.

INFOSEC X Exit Lab

Instructions  Resources [~ -3

To begin this lab we must first load in our
firewall rules with the following command:

@ sudo sh -c 'iptables-restore -v < /iptable-rules.txt'
When prompted for the password, type:

@ passwOrd!
Route

Since the firewall connects two entities (the webserver
and the student), specific rules must be set to allow
proper communication. To view the network, use the
route command, which displays the host's routing
table. Devices use these tables to make routing
decisions for TCP/IP packets. On individual hosts, the
routing table typically includes the default gateway,
subnet, and active network interface.

Run the following command on the firewall:

@ route

The output reveals that the firewall is part of the
192.168.1.0/24 subnet.It also shows the routing for

packets whose destination is not specified, which are
sent to the default gateway 192.168.1.1

Which network interface is displayed in the output?

[ +  Previous Next - ]

——— 46 Minutes Remaining




