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General Context

This lab introduces participants to two kinds of web vulnerabilities: insecure direct object

references and directory traversal.

Insecure direct object references (IDOR) are possible when a web application trusts user-
supplied identifiers — like user IDs in URLs — without validating whether the user is
authorized to access the resource associated with that identifier. (Pratama & Rhusulli,
2022). For instance, let’s say you have an account at example.com, and you can access
your account’s settings at example.com/user/11037/settings, where 11037 is your user ID.
Now, let’s say you change the user ID in the URL to 154064. |deally, example.com would
validate that you are user 154064 before letting you continue. But, if example.com was
vulnerable to IDOR, it wouldn’t perform that validation — it would simply let you access the

modify the settings of that person’s account.

Directory traversal is possible when websites display the contents of a file or directory
provided in the URL but fail to limit the scope of files and directories that can be displayed
(Chawda et al., 2021). For instance, say that going to example.com/hello.txt displays the
contents of a file named hello.txt. If example.com was vulnerable to directory traversal, you
could replace hello.txt with the path to any file or directory and example.com would display

its contents — e.g., browsing to example.com//etc/passwd would show you sensitive



information about the user accounts registered on the server where example.com is

hosted.

In the lab, participants explore these vulnerabilities via bWAPP (buggy Web Application), a
locally-hosted web app that is deliberately susceptible to a wide range of vulnerabilities.
bWAPP exists for the express purpose of teaching users about these vulnerabilities and
their potential consequences and isn’t quite reflective of the real-world web app security
landscape, where modern frameworks, web servers, and cloud providers often block IDOR,
directory traversal, and other common vulnerabilities out of the box. In the increasingly
limited-number cases where this doesn’t apply, there are other fairly easy methods of
preventing these attacks — for example, robots that automatically crawl websites to detect
potential IDOR vectors, or simple algorithms that stop directory traversal. (Flanders, 2019;

Hadavi et al., 2021).



Technical Context

This lab introduces participants to indirect object reference (IDOR) and directory traversal

vulnerabilities.

IDOR vulnerabilities are typically the consequences of improper access control
enforcement at the object level. When an application relies solely on user-supplied
identifiers in URLs, APl requests, or other inputs without enforcing proper authorization,
attackers can modify those identifiers to obtain unauthorized access. There are various
strategies to mitigate IDOR; most common among them are role- and attribute-based
access control. IDOR is also often mitigated by removing the need for identifiers in in user-
supplied inputs entirely — for instance, instead of a website at example.com having
distinct paths for every variation of /Juser/<USER_ID>/settings, it would simply have a single
path at /user/settings, determine the user ID via a token cookie that was set on login, and

render the settings page for the appropriate user.

Directory traversal attacks target improperly sanitized file inputs. Classic examples use
query parameters, but any kind of input that takes a file path can be a vector for directory
traversal, including forms and file uploads. In some cases, websites vulnerable to SQL
injection can also be vulnerable to directory traversal by proxy, depending on the database

interacts with the filesystem. The most standard prevention measure is simple whitelisting



of the files and directories that can be accessed, though it is rare that prevention measures
specific to directory traversal are needed at all— modern web frameworks, web servers,

and cloud hosts will generally block directory traversal out of the gate.

The lab has users explore these vulnerabilities through bWAPP, a deliberately vulnerable
web application designed to demonstrate web app vulnerabilities and their potential
consequences. In the IDOR half of the lab, users use the Zed Attack Proxy to intercept a
request and modify a user identifier in order to change the password for an account other
their own; in the directory traversal half, users modify a file path query parameter to point

to /etc/passwd.
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Figure 1. Launching ZAP.
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Figure 2. Downloading an SSL certificate from ZAP.
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Figure 3. Trusting the ZAP certificate in Firefox.



Select ‘Manual proxy configuration’ in the
‘Connection Settings’ window that appears.

Insert localhost as the HTTP proxy and then enter
8080 as the port. Check the ‘Also use this proxy for
FTP and HTTPS' box.

To move onto the next step, delete the
‘owasp_zap_root_ca.cer' certificate from the
command lin

m owasp_zap_root_ca.cer
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Back to task Step 3/10 Read ahead
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Figure 4. Configuring Firefox to direct all requests through ZAP.
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To begin, open a web browser and navigate to
'http://bwapp'. It will launch the zap proxy and may
take a moment to loa

http://bwapp

Click "Continue to your target"

To log in, use the username and password of 'admin’

(® Video walkthre
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Figure 5. The bWAAP interface.
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¥) 5.Step5

On the bwapp website, click on A4 Insecure Direct
Object References' and select 'Insecure DOR (Change
Secret)'. Each account has a secret phrase, and this
page allows users to change theirs. To check how
the website is handling this change, use ZAP's ‘Break’

Type 'test’ in the input field.

Select the 'Break’ option on the left side of the
screen.
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5.Step5

the website is handling this change, use ZAP's ‘Break’

Type ‘test' in the input field.

Select the 'Break’ option on the left side of the

Back to task Step 5/10 Read ahead

Figure 7. Examining the captured HTTP request from bWAPP.
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mechanisms to manage user access:

o Access Control Lists (ACLs) - determine access
rights like which users or groups can access, modify,
or execute particular files on the server.

* Root directory - no other file out of this directory is
accessible to users.

Adirectory traversal attack occurs when adversaries
find a way to bypass ACLs and break out of the root
directory.

On the http://bwapp website, select A7 Missing

Functional Level Access Control. Click on Directory
Traversal - Files as shown in the image below.

The URL of the website contains a parameter called
‘page’ that is assigned the value message.txt.

Delete that parameter to check the response of the
website.
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¥) 9.Step9

Since no output was shown on the website after the ?
page=message.txt parameter was removed, it can be
concluded that "Try to climb higher Spidy..." was
loaded from the message.txt file. Because the file is
being directly accessed by its name, attackers can
assume that other resources can be accessed in the
same manner. They could then try to read server
configuration files or display sensitive information like
that found in /etc/passwd. This file contains
information about each user or account on a computer
running a Linux based operating system. In the URL,
instead of the message.txt file, insert /etc/passwd and
press the Return key to view the web server's
response.

/etc/passwd

The server uses the URL parameter as a pathname and
loads the file corresponding to that path (/etc/passwd).
It then displays the content on the website, disclosing
information about the user accounts.

{} Need a hint?
(® Video walkthre

Step 9/10

Figure 9. Exploiting directory traversal to view the contents of /etc/passwd.
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The website displays a list of PDFs. When inspecting
the URL, it can be seen that the directory name is set
to 'documents'. It can be assumed that the PDFs
shown on the website are part of a folder named
‘documents’.

s

In Linux based operating systems, the ../ option
allows a user to move one directory back. Similarly,
.J../is used to go two directories back. If enough
such symbols are added, the user moves to the
beginning of the file system (root filesystem). From
that location, all other directories in can be
accessed.

ogeeeegg

Replacing 'documents' with ../../../../ lists the content
of the root directory. This information helps
attackers map out files in the server and navigate

through directories. dockerenv
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Figure 10. Exploiting directory traversal to view the contents of the root directory.



