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General Context 

This lab introduces participants to two kinds of web vulnerabilities: insecure direct object 

references and directory traversal. 

 

Insecure direct object references (IDOR) are possible when a web application trusts user-

supplied identifiers – like user IDs in URLs — without validating whether the user is 

authorized to access the resource associated with that identifier. (Pratama & Rhusuli, 

2022). For instance, let’s say you have an account at example.com, and you can access 

your account’s settings at example.com/user/11037/settings, where 11037 is your user ID. 

Now, let’s say you change the user ID in the URL to 154064. Ideally, example.com would 

validate that you are user 154064 before letting you continue. But, if example.com was 

vulnerable to IDOR, it wouldn’t perform that validation — it would simply let you access the 

modify the settings of that person’s account. 

 

Directory traversal is possible when websites display the contents of a file or directory 

provided in the URL but fail to limit the scope of files and directories that can be displayed 

(Chawda et al., 2021). For instance, say that going to example.com/hello.txt displays the 

contents of a file named hello.txt. If example.com was vulnerable to directory traversal, you 

could replace hello.txt with the path to any file or directory and example.com would display 

its contents — e.g., browsing to example.com//etc/passwd would show you sensitive 



 

 

information about the user accounts registered on the server where example.com is 

hosted. 

 

In the lab, participants explore these vulnerabilities via bWAPP (buggy Web Application), a 

locally-hosted web app that is deliberately susceptible to a wide range of vulnerabilities. 

bWAPP exists for the express purpose of teaching users about these vulnerabilities and 

their potential consequences and isn’t quite reflective of the real-world web app security 

landscape, where modern frameworks, web servers, and cloud providers often block IDOR, 

directory traversal, and other common vulnerabilities out of the box. In the increasingly 

limited-number cases where this doesn’t apply, there are other fairly easy methods of 

preventing these attacks — for example, robots that automatically crawl websites to detect 

potential IDOR vectors, or simple algorithms that stop directory traversal. (Flanders, 2019; 

Hadavi et al., 2021). 

  



 

 

Technical Context 

 

This lab introduces participants to indirect object reference (IDOR) and directory traversal 

vulnerabilities. 

 

IDOR vulnerabilities are typically the consequences of improper access control 

enforcement at the object level. When an application relies solely on user-supplied 

identifiers in URLs, API requests, or other inputs without enforcing proper authorization, 

attackers can modify those identifiers to obtain unauthorized access. There are various 

strategies to mitigate IDOR; most common among them are role- and attribute-based 

access control. IDOR is also often mitigated by removing the need for identifiers in in user-

supplied inputs entirely — for instance, instead of a website at example.com having 

distinct paths for every variation of /user/<USER_ID>/settings, it would simply have a single 

path at /user/settings, determine the user ID via a token cookie that was set on login, and 

render the settings page for the appropriate user. 

 

Directory traversal attacks target improperly sanitized file inputs. Classic examples use 

query parameters, but any kind of input that takes a file path can be a vector for directory 

traversal, including forms and file uploads. In some cases, websites vulnerable to SQL 

injection can also be vulnerable to directory traversal by proxy, depending on the database 

interacts with the filesystem. The most standard prevention measure is simple whitelisting 



 

 

of the files and directories that can be accessed, though it is rare that prevention measures 

specific to directory traversal are needed at all — modern web frameworks, web servers, 

and cloud hosts will generally block directory traversal out of the gate.  

 

The lab has users explore these vulnerabilities through bWAPP, a deliberately vulnerable 

web application designed to demonstrate web app vulnerabilities and their potential 

consequences. In the IDOR half of the lab, users use the Zed Attack Proxy to intercept a 

request and modify a user identifier in order to change the password for an account other 

their own; in the directory traversal half, users modify a file path query parameter to point 

to /etc/passwd. 
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Screenshots 

 

 

Figure 1. Launching ZAP. 

 



 

 

 

Figure 2. Downloading an SSL certificate from ZAP. 

 



 

 

 

Figure 3. Trusting the ZAP certificate in Firefox. 



 

 

 

Figure 4. Configuring Firefox to direct all requests through ZAP. 

 



 

 

 

Figure 5. The bWAAP interface. 

 



 

 

 

Figure 6. Changing the account secret. 

 



 

 

 

Figure 7. Examining the captured HTTP request from bWAPP. 

 



 

 

 

Figure 8. The "Directory Traversal - Files" page after removing the "page" query parameter. 

 



 

 

 

Figure 9. Exploiting directory traversal to view the contents of /etc/passwd. 

 



 

 

 

Figure 10. Exploiting directory traversal to view the contents of the root directory. 


