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General Overview 

This lab introduces participants to 1) reconnaissance, and 2) scripting in the context of 

penetration testing. 

 

The first half of the lab is a video introduction to reconnaissance. In the context of 

cybersecurity, reconnaissance is the process of gathering information about a target 

system — like the software and services it runs — in order to identify potential 

vulnerabilities that can be used to launch a cyberattack (Roy et al., 2022). Reconnaissance 

is a necessary first step in most kinds of cyberattacks.  

 

The reconnaissance videos also discuss footprinting. Footprinting a more structured and 

targeted form of reconnaissance that specifically aims to create an identifying profile of the 

target system (Sh et al., 2020). You have almost certainly been subject to footprinting 

yourself before, even if you don’t know it — many websites, for example, collect 

information such as your browser version, operating system, screen resolution, time zone, 

and more to create a unique profile they can use to track you even if you aren’t signed into 

an account or are using private browsing mode (Kaur et al., 2017).  

 

Participants are shown several methods of conducting reconnaissance and footprinting. 

Some, such as analyzing domain registration information, examining historical versions of 



websites via the Internet Archive’s Wayback Machine “Google hacking”1, are easily 

accessible to anyone with a web browser. Others employ specialized, automated, tools, 

that can only be used from the command line. 

 

The second half of the lab is a hands-on cyber range that has participants explore the role 

of scripting in penetration testing. Participants use Python and Bash — two of the most 

common languages used in penetration testing automation (Seidl & Chapple, 2022) to 

write basic scripts that identify open ports on a target system and determine whether a 

given target system is online. 

 

  

 
1 The practice of using advanced Google Search operators to discover sensitive or hidden information on 
websites that Google Search has indexed. The English Wikipedia article on Google Search contains a non-
exhaustive list of such operators. 

https://en.wikipedia.org/wiki/Google_Search?utm_source=chatgpt.com#Search_syntax
https://en.wikipedia.org/wiki/Google_Search?utm_source=chatgpt.com#Search_syntax


Technical Overview 

 

This lab introduces participants to the concepts and applications of reconnaissance and 

footprinting. It also covers applications of Python and Bash scripting in penetration testing. 

 

The first section of the lab, which covers reconnaissance and footprinting, teaches 

participants several methods of gathering intelligence on a target system, focused 

primarily on servers accessible over the web. Participants are taught intelligence gathering 

that directly interacts with the target server (e.g., downloading local copies of a website 

with wget for later analysis), as well as ones do not interact with the target server at all (e.g., 

WHOIS lookups, DNS queries, analysis of Wayback Machine-archived historical version of 

a website). 

 

Participants are also introduced to specialized tools specifically designed to conduct 

reconnaissance. The lab primarily focuses on OSINT platform Matelgo and its ability to 

reveal connections between software, files, organizations, and individuals. Additionally 

covered are the Recon-ng reconnaissance framework and the Discover collection of 

penetration testing scripts. 

 

The second phase of the lab has participants write and execute Python and Bash scripts to 

streamline penetration testing activities. Participants use Python’s socket networking 



interface to build a port scanner, then write a basic Bash script that informs the user of 

whether a given host is reachable. 
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Screenshots 

 
Figure 1. Certificate of completion for the "Recon and footprinting" course. 



 

Figure 2. Reading port_scan.py. 

 



 

Figure 3. Executing port_scan.py with the parameters "lab", 20, and 4000. 

 



 

Figure 4. Adding comments to port_scan.py. 

 



 

Figure 5. Removing port_scan.py. 



 

Figure 6. Echoing text to ping.sh and reading the modified file. 

 



 

Figure 7. Making ping.sh executable. 

 



 

Figure 8. Executing ping.sh with the argument "snmpd". It has no eNect since the script is hardcoded to ping the host “lab”. 

 



 

Figure 9. Modifying ping.sh to accept an arbitrary argument for the host. 

 



 

Figure 10. Modifying ping.sh to suppress its output. 

 



 

Figure 11. Editing ping.sh to output "Host X is up!" if X is reachable, where X is a host supplied via argument. 


