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General Overview

This lab introduces participants to network reconnaissance, vulnerability assessment, and
security auditing — all taught primarily through the application of Nmap, a widely-used
network scanning program. Participants use Nmap to identify open ports, outdated

services, and vulnerable network configurations on a remote machine.

The lab explores the use of automation in cybersecurity through the Nmap Scripting Engine
(NSE). NSE allows users to write scripts that automate various Nmap tasks. Studies show
that automated scanners can significantly reduce the time vulnerability assessments take

without compromising accuracy (lfeyinwa et al., 2019).

Research highlights that effective security assessments combine both manual and
automated approaches (Railkar, 2022). The lab reinforces this by teaching participants
how to inspect and analyze Nmap’s scans for themselves and identify key information that

could help inform them of potential security risks.

Though most of the lab covers high-level network reconnaissance with Nmap, a small part
of itis dedicated to lower-level network testing via hping — an open-source tool that can
create custom TCP, UDP, and ICMP packets. Participants use hping to simulate network

traffic and examine the specifics of how the lab’s virtual machine responds to it.



Technical Overview

This lab provides detailed introductions to network reconnaissance, service enumeration,
and vulnerability analysis. Nmap’s TCP connect and SYN scanning modes are used to show
participants how ports and services on remote machines can reveal information that might
indicate vulnerabilities. These scans rely on packet-based probes and responses to
determine whether ports are open, filtered, or closed and to reveal specific network

services and machine characteristics (Liao et al., 2020).

Participants additionally learn how to conduct service OS fingerprinting with Nmap.
Studies have shown that such fingerprinting is key to narrowing down potential security
issues; different versions of a software program or operating system may widely vary in the
vulnerabilities they are susceptible to (Nikiforakis & Kondracki, 2024). Inaccurate
fingerprinting may raise false alarms about vulnerabilities that are not actually relevant —

or worse, create ignorance of vulnerabilities that are.

The lab also teaches participants how to conduct low-level network security testing using
hping and tcpdump. Participants use hoping to create and send their own TCP packets and

use tcpdump to record and analyze the contents of those packets on the receiving end.
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Screenshots

¥ 1.Step1
Some of Nmap's capailities are:

« Network mapping - or host discovery is the
process of identifying hosts in a network and the
way they're connected. Hosts can be servers,
routers, switches, and mobile devices.

© Operating System detection - or OS fingerprinting

is the process of identifying the operating systems

running on network devices, their version, and wnap 1 (1 host up) scanned in 0.
0

uptime.

« Service discovery - is the process of identifying the
host services, applications, and their versions. K A L
o Security auditing - network scans can be used to
identify vulnerable software versions.
BY OFFENSIVE SECURITY
o Scripting - using Nmap's Scripting Engine,
interaction with the target can be scripted and
automated.

Nmap can be used to scan one target, several

different ones, or entire ranges. The command
options are shown in the table below:

(® Video walkthrough

Figure 1. Scanning host "lab" with nmap.

¥) 3.Step3
Neim
runnIing NMap. 1ne exampie DEIOW SNOWS NOW T0
use this format to save the scan results: Dite Edit
PORT  STATE st
2/tp open ftp
2/tcp open ssh
nmap lab -oN normal_output 80/tcp open http
3306/tcp open mysal
0/tcp open vnc

Neap done: 1 IP address (1 hy
# cat norm
an initiated Sun Feb 9 20:14:10 202 oN normal_output 1

Use the cat command to display the file's content. s 2 t wp) K A L
126 second

The format will be similar to the scan result.

BY OFFENSIVE SECURITY

« cat normal_output
Copled to clipboard.

To paste, press (G + G + @

{} Need a hint?
(® Video walkthrough

Figure 2. Reading saved nmap output as text.



4.Step 4

1m2026.129
The XML file (-0X) option saves the scan results in an . )
XML file. This format can be used by all <hostname na ab" types
programming languages. b e
extraports state
areasons reasons"re
</extraports>
nmap lab -oX xml_format.xml < “tcp® portid stat " reason -ack” reason_ttl
- € name="ftp" met
“tcp" portid

" reason_t

" t0="100000"/>
9° timestrs"Sun Feb 9 20

1P addre
The first lines of the file will look like the following: .

</nmaprun

© cat xml_format.xml BY OFFENSIVE SECURITY

{} Need a hint?
(® Video walkthrough

Figure 3. Reading saved nmap output as XML.

2-09 20:16 UTC

21/tep
2/tcp

80/tcp

The grepable file (-0G) option lists all hosts in single
lines so that filtering via command-line tools like awk # Nmap 7.91 scan initiated St
1ab

!
1
and grep s easier. 72.20.1.132 (1ab) status: Up
172.20.1.132 (1ab) ports: 21/open/tep//ftp ‘ A
hetp///, 3306/openttep/ /mysal//], 3900/openttcp//vn gnored
nmap lab -o6 grepable_format # Mmap done at Sun Feb 9 20:16:55 2025 -~ 1 IP address (1 host up) scanned in

The file structure is shown below: BY OFFENSIVE SECURITY

©) cat grepable_format

45 Needa hint?
Video walkthrough
gl

Step 4/23

@ Task completed!

Figure 4. Reading saved nmap output in a grep-optimized format.



¥) 5.Step5

#172-2026-129:/

Nmap detects the running operating system using
TCP/IP stack fingerprinting. When the -O option is
used, the tool performs several scans and then
compared that information with its nmap-os-db
database of more than 2,600 known OS fingerprints.
Each fingerprint includes information about the OS,
the vendor name, underlying OS, OS generation, and
device type. The possible outputs of this command
include:

Mt
Ta(R:

=)T2(R=N)T3(R=N)
~FPXW=0%S2)

« Not detecting the OS - Nmap displays a message
that says no OS fingerprint matches the host's OS.

nmap -0 lab

at https://nmap.org

BY OFFENSIVE SECURITY

{} Need a hint?
(® Video walkthrough

Figure 5. Running nmap's OS detection on "lab".

20. Step 20

The tcpdump process will freeze the terminal. To cpdump -i etho

open a new one, click on File and then select New = e (T
Tab

hping3 -S lab -p 80 -c 1

0028 9805 0000 4006 5749 ac
0ce6 068c 0050 36bf 4
2 0200 6541 0000
30.80 >
83, op!
0000 4000 ££06

0X0000: 4500 0028 0000 4000 F706 f84d a

Go back to the tcpdump terminal and press CTRL + o ac14 Oce Of 50 36bf &
C, then open and read the file you've created

1 BY OFFENSIVE SECURITY

{} Need a hint?

(® Video walkthrough

Figure 6. Viewing hping-created packets captured by tcpdump.



2.Step 2

Terminai-root@ip-1

websites offer a wide range of possible attack

vectors. Hence, when Nmap shows that a service 994 clo:

using the HTTP protocol is running, try using tools e STATE 50

like Nikto to check for any misconfiguration,

files/CGls, and outdated server software. satp
open  http

al

nmap metasploitable -p 80 -sV o es ALY

up) scanned in 0.2
oitable

performed. Please report any incorrect results at https://nmap

st up) scanned in 6.93
w BY OFFENSIVE SECURITY

Nikto is a command-line tool that offers the
following scan options:

{} Need a hint?
(® Video walkthroug|

Figure 7. Checking for outdated software on "metasploitable”.

9. Step 9
L AL
Termina- root@ip-172
We will now create a username and password list
with three values: msfadmin, user, and test. **NOTE:
It is important there that each username appears on
a different line, otherwise the exploit will not work**

nano username_list.txt

msfadmin

ave modified buffer?
Y
[

Figure 8. Editing username_list.txt.




Kali
Hrim

9. Step 9

Terminal- root @ip-172-20-24-55: - Tools

In a terminal, navigate to the tools folder:

GWU nano 5.4 password_Li

cd /root/Tools/

We will now create a username and password list

with three values: msfadmin, user, and test. **NOTE:
It is important there that each username appears on
a different line, otherwise the exploit will not work**

nano username_list.txt

msfadmin

ave modified buffer?
W cel

Figure 9. Editing password_list.txt.

11. Step 11

Terminai- oot @ip-172-20-24-55:

The Nmap command below scans the FTP service on
port 21 using the default scripts (sC) and version (sV)
options.

© nmap metasploitable -p 21 -sV -sC ATE SERVICE VERSIO
" ft 2.3.4
Anonymous FTP login allowed (FTP code

rect results at https://nsap.org/submit/
1.08 seconds

The result shows that anonymous login is enabled.
To establish a connection using these default
credentials, both FTP client and netcat can be used.

nc metaploitable 21

(® Video walkthrou,

Figure 10. Establishing a connection to the FTP service on "metasploitable" via netcat.



