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General Overview

This lab introduces participants to several new methods of vulnerability analysis and

security event monitoring.

The lab begins with an introduction to static code analysis — the practice of examining
source code for bugs and other issues. In this case, participants are specifically focusing
on using static code analysis to find vulnerabilities. Using MobSF, a tool for assessing the
security of mobile applications (Kusreynada & Barkah, 2024), users perform static code
analysis on an Android application designed specifically for the lab. After MobSF
completes its analysis, users are able to view a report detailing the security risks found in

the application’s source code.

The lab then switches focus to the topic of web application vulnerabilities. By the time they
participate in this lab, participants will have already a good deal of familiarity with this
topic; however, this lab approaches it from an angle slightly different from what they are
used to. Instead of exploiting a deliberately insecure app and observing the consequences
of common vulnerabilities, they instead see an example of an app that successfully
defends against one particular common vulnerability — arbitrary code execution.
Participants make several attempts to perform arbitrary code execution in the app, only to

discover that the app appropriately sanitizes user input, rendering their attacks futile.



Participants are able to see firsthand the benefits of proper input validation and secure

coding practices (Wang et al., 2024).

The remainder of the lab focuses on incident detection and analysis. Participants
investigate simulated security incidents using Splunk, a popular tool for searching and
analyzing logs, to examine system logs for suspicious behavior. Participants also learn to
detect phishing attacks in an exercise where they examine the headers and metadata of
several emails to determine whether or not they originated from the source they claim to
originate from. These exercises reinforce what participants should, by this point, already be
familiar with: the importance of centralized monitoring in responding to attempted

cyberattacks (Eze & Shamir, 2024; Messina et al., 2015).



Technical Overview

This lab introduces participants to several new methods of vulnerability analysis and

security event monitoring.

The lab begins by introducing participants to static code analysis. Participants perform
static code analysis on a deliberately-vulnerable APK using a containerized deployment of
MobSF. After installing Docker and getting the MobSF container running, they upload the
APK to MobSF and examine a report detailed the APKs permissions, exported services and

activities, and behaviors it exhibits that have the potential to be dangerous.

The lab then turns its focus to web application vulnerabilities. Participants attempt to
perform arbitrary code execution on a web application — something they have done before
in prior labs. This time, however, the application has been programmed to properly sanitize
user input, and no ACE vulnerability is actually present. Participants make several attempts
to obtain user information through ACE — using commands like id and whoami—to no
avail. They then find out exactly why their attacks failed by examining the application’s PHP
source, from which they learn that a basic string replacement algorithm is used for input

sanitization.

The remainder of the lab focuses on incident detection and analysis. Participants use a

locally hosted Splunk instance to examine an Apache access log. They are given a surface



level introduction to Splunk’s proprietary Search Processing Language and use SPL
commands to analyze the access log and identify suspicious behavior. Participants also
learn to identify assess the legitimacy of emails and identify potential phishing attacks by

examining email headers and metadata.



References
Eze, C. S., & Shamir, L. (2024). Analysis and prevention of Al-based phishing email attacks

(No. arXiv:2405.05435). arXiv. https://doi.org/10.48550/arXiv.2405.05435

Kusreynada, S. U., & Barkah, A. S. (2024). Android apps vulnerability detection with static
and dynamic analysis approach using MOBSF. Journal of Computer Science and
Engineering (JCSE), 5(1), 46-63. https://doi.org/10.36596/jcse.v5i1.789

Messina, A., Fontana, ., & Giacalone, G. (2015). Log monitoring and analysis with rsyslog
and Splunk. Unpublished. https://doi.org/10.13140/RG.2.1.2153.5128

Wang, X., Zhai, J., & Yang, H. (2024). Detecting command injection attacks in web
applications based on novel deep learning methods. Scientific Reports, 14(1),

25487. https://doi.org/10.1038/s41598-024-74350-3



Screenshots

° I < © D
& Back to playlist

CySA+ Software Assurance

Lab - 1 hour

.
‘w a

Activities Terminal v

** |
Building dependency tree

Reading state information... Done

316 packages can be upgraded. Run 'apt list

Reading package lists...
Building dependency tree
Reading state information...

Done

Done

[®] Lab Assignment...

B app.infosecinstitute.com @

Apr22 12:46 e

ubuntu-user@ubuntu19: ~

--upgradable' to see them.

The following package was automatically installed and is no longer require

d:
tcpd

Use 'sudo apt autoremove' to remove it.
The following additional packages will be installed:
bridge-utils containerd git git-man liberror-perl pigz runc ubuntu-fan

Suggested packages:

ifupdown aufs-tools btrfs-progs cgroupfs-mount | cgroup-lite
debootstrap docker-buildx docker-compose-v2 docker-doc rinse zfs-fuse
| zfsutils git-daemon-run | git-daemon-sysvinit git-doc git-el
git-email git-gui gitk gitweb git-cvs git-mediawiki git-svn

The following NEW packages will be installed:
bridge-utils containerd docker.io git git-man liberror-perl pigz runc

ubuntu-fan

0 upgraded, 9 newly installed, © to remove and 316 not upgraded.

Need to get 76.8 MB of archives.

After this operation, 339 MB of additional disk space will be used.

Do you want to continue? [Y/n]

©2025 Infosec Institute, Inc. Infosec, a Cengage Group company.

Figure 1. Installing Docker.
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In order to continue this lab,first you need to update
you ubuntu machine and to install docker:
B sudo apt update

B sudo apt-get install docker.io

MobSF (Mobile Security Framework) is a framework
for mobile application penetration testing, malware

analysis, and security assessment. It supports both
static and dynamic analysis.

To perform a static analysis of an Android application,
run the following Docker command to create a
Docker container. Docker allows us to run
applications in isolated environments called
containers, which are lightweight and easy to
manage. By using Docker, we can run an image
based on MobSF that provides the necessary
environment for the lab tasks.

& sudo docker run -it --rm -p 8000:8000
opensecurity/mobile-security-framework-
mobsf:latest

When prompted for password, enter & passwOrd! .

After logging in, open your browser and navigate to
http://localhost:8000.

@ http://localhost:8000
The default credentials for mobsfscan are:
Username & mobsf and

Password: @ mobsf
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In order to continue this lab,first you need to update
you ubuntu machine and to install docker:
@ sudo apt update

Sign in to access

& sudo apt-get install docker.io

MobSF (Mobile Security Framework) is a framework

for mobile application penetration testing, malware
analysis, and security assessment. It supports both
O static and dynamic analysis.

To perform a static analysis of an Android application,
run the following Docker command to create a
Docker container. Docker allows us to run
applications in isolated environments called
containers, which are lightweight and easy to
manage. By using Docker, we can run an image
based on MobSF that provides the necessary
environment for the lab tasks.

& sudo docker run -it --rm -p 8000:8000
opensecurity/mobile-security-framework-
mobsf:latest

When prompted for password, enter & passwOrd! .

After logging in, open your browser and navigate to
http://localhost:8000.

@ http://localhost:8000
The default credentials for mobsfscan are:
Username & mobsf and

Password: & mobsf
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Figure 2. The MobSF login screen.
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APK files are Android application package files used by
the Android OS for the distribution and installation of
mobile applications. One such file, named sieve.apk, is
located at /hol b ‘Doci jeve.apk.
To upload it, click on the "Upload & Analyze" button. It
will take a few seconds for the tool to analyze the APK.
Allissues found will be visualized in the web interface.
Among other details, the tool will display all exported
activities (activities that can be accessed by external
applications), exported services (services that can be
invoked by other applications), and application
permissions that could be exploited.

For further examination of the analysis, we can
generate a PDF report. To save it, follow these steps:

. Go to "PDF Report" on the sidebar

. Download it using the download button in upper
right corner

. Save it the default location (/home/ubuntu-
user/Downloads)

How many application permissions are in the file?

[ 4+ Previous ] [ Next e
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Figure 3. MobSF report for the file located at /home/ubuntu-user/Documents/sieve.apk.
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The following example shows an OS command injection
DNS Looku vulnerability caused by sending unsanitized data to a
D p PHP function that executes shell commands. To test it,
visit http://localhost.

DNS lookup is the process of translating a domain
name to an IP address. This process involves @ http://localhost
querying a DNS )
server that contains DNS records mapping IPs with When you enter a domain name, the website tries to
domain names. find the IP address associated with it. Instead of

submitting a domain name, run the "; id" command. The
DNS lookup: semicolon is a command terminator, and everything

| Lookup written after it is considered to be part of a separate
S command.

Server: 127.0.0.53 Address: 127.0.0.53#53 **
server can't find id: SERVFAIL @ ;id

Because of the output returned, it appears that the
server ignored the semicolon operator and treated the
id command as a domain name. This implies that the
website filters user input. If programmers escaped
special characters and operators manually instead of
using libraries built for this purpose, chances are a
workaround can be found to bypass the filtering.

Which command returns information about current
user?

[0— Previous ] [ Next g
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Figure 4. Demonstrating that the web application running on port 80 of the virtual machine sanitizes user input.
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To view the code causing this issue, use nano to open
the /var/www/html/index.php file:

& sudo nano /var/www/html/index.php
The code filters out the ampersand and semicolon

operators using the str_replace() function and executes
everything else unfiltered using specific function.

After executing the last command, what is the name of
the function within this code?

the end of

you have
this lab!
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Figure 5. Examining the source code of the web application running on port 80 of the virtual machine.
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tivating via systemd: service name='org.gtk.vfs.Metadata' uni gvfs-metad behavior and identify unusual or malicious activities.
ata.service' requested by ':1.37' (uid=1000 pid=1292 comm="/usr/bin/gnome-
shell " label="unconfined")

Syslog standardizes the generation and handling of
Apr 22 13:13:33 ubuntul9 systemd[991]: Starting Virtual filesystem metadat log message's. When used oyer a network, Syslog
a service.. employs a client-server architecture to collect logs
Apr 22 13:13:33 ubuntu19 dbus-daemon[1615]: [session uid=1000 pid=1615] Su from various devices. It is available for all major
ccessfully activated service 'org.gtk.vfs.Metadata' operating systems.
Apr 22 13:13:33 ubuntul9 systemd[991]: Started Virtual filesystem metadata

service. Rsyslog is an open-source implementation of the
Apr 22 13:13:33 ubuntul9 geoclue[1368]: Service not used for 60 seconds. S Syslog protocol for UNIX-based systems,
hutting down.. ) configurable as either a client or server. It is known
Apr 22 13:13:33 ubuntul9 systemd[1]: geoclue.service: Succeeded. for its ease of installation and configuration and
: offers advanced features such as content-based
filtering.

Rsyslog logs are usually stored in /var/log/syslog.
To view them, open a terminal and run:
@ sudo cat /var/log/syslog

The output shows log messages containing the day
when they occurred, the time, the device name, the
application that generated the logs, and the
message.

The logs indicate that a cron job is running
continuously, executing a file named backdoor.sh.
This script establishes a reverse shell connection,
opening a port and providing a bash session to
anyone who connects. This suggests that an attacker
has gained access to the system and is using cron
jobs for persistent access. To remove this threat,

59 Minutes Remaining

Figure 6. Viewing /var/log/syslog.
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Security Information and Event Management, known as
SIEM, is a software solution that aggregates and
analyzes activity from many different resources across
an entire IT infrastructure. SIEM collects security data
0 Bookmarks 2% Dashboard from network devices, servers, domain controllers and
allows organizations to normalize, aggregate and
& Rep analyze data to detect threats. It stores, normalizes,
v My bookmarks (0) Adc kmark aggregates, and applies analytics to that data to detect
threats, discover trends, and allow organizations to
investigate any alerts that occur.

Hello, Administrator

unk Secure Gateway

Splunk is a widely used platform for monitoring,
v Shared with my organization (0) Add bookmark analyzing and visualizing data. To access its web
interface first you need to enter this command of
docker and open a web browser and type the following

Shared by me
IP address and port number in the URL:

@ http://172.20.112:8000
Shared by other administrators

Type & admin for the username and & P@sswOrd

for the password.
v Splunk recommended (14)

Common tasks

Add data

Add data from a variety of common so

) Visualize your data

Crea hboards that work for your

Add team members

Add your team members to Splunk platform.
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Figure 7. The Splunk user interface.
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After authenticating, click on Add Data.
Search
To analyze an Apache log file for suspicious login
attempts, click on Add Data, then select Upload.
New Search
Click on Select File, navigate to /home in the pop-up
window, select access.log, and import it. Click on
Next.

cess.log" host="623067b4cca5" sourcetype="access_combined”

On the Set Source Type page, assign the data type
access_combined to ensure proper formatting during
indexing.

salization Click Next, then Review, and finally Submit. When you
see "File has been uploaded successfully,” click Start
Searching to analyze the logs.

The interface will display as follows:

SIEM platforms aggregate logs to assist system
20 Per Page ¥ administrators and security professionals. Splunk, for
d instance, groups similar requests and shows their
overall traffic volume. To view patterns in the file,
click on Pattern.
Time Event
. If most requests are directed at /wp-login.php and
SELECTED FIELDS e ! 0.0.2 3/ ‘H 1 the user agent is WPScan, a WordPress security
2 host 217:34000PM  x.php 1.17 200 581 "http scanner, this indicates a possible brute-force attack.
. 5.0 (X11; Ubuntu; Linux x86_64;
2 sourc st = 623067b4ccas urce To view all requests by WPScan, use the following
urcety access_combined search query:

ourc

INTERESTING FIELDS
# bytes 1
2 clientip

6/3/21 172.20.0.2 - - [03/Jun/2021:14 @ | stats count by useragent | sort - count
2:16:34.000 PM  x.php HTTP/1.1" 200 581 "http
5.0 (X11; Ubuntu; Linux x86_64; | Patterns in requests are more than common.
host = 623067b4ccas e However, if they are directed at sensitive resources
w1 Cr= rmer T or login pages, they should be looked into, especially
when the user agent is a tool known for enumeration
3721 172.20.0.2 - - [03/Jun/2021:14: ] and exploitation.
5:35.000 PM  x.phg 1.1" 200 581 "htty

5.0 (X11; Ubuntu; Linux x86_64;

host = 623067b4ccaS source
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Figure 8. Searching /home/ubuntu-user/access.log in Splunk.
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The second email received (the subject is "You're
doing amazing!") contains a link.

To verify if the link in the email points to a legitimate
Infosec Institute blog post, check the email headers.
Click on the Show Header button in the upper right
corner to view detailed header information.

Both the sender and return-path email addresses
feature the Infosec Institute domain, which suggests
the email is legitimate. The return-path address
specifically handles bounced emails-messages that
are rejected by mail servers.

One of the emails listed in the mailbox is a phishing
email called "Your next challenge!”. Find it and
download it for further examination by clicking the
download button:

Downloaded files are commonly saved with random
names. To properly document events for further
analysis, give files descriptive names. Open a
terminal and navigate to Downloads:

@ cd Downloads

Use the Is command to check the downloaded files:

@ls

And change the name of the file from default name to
phishing.eml.

@ mv "phishing email file" phishing.eml

How many of the emails can be verified as legitimate
by examining their headers?

[0— Previous ][ Next i

49 Minutes Remaining

Figure 9. Downloading the email with the subject line "Your next challenge!".
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doing amazing!") contains a link.

To verify if the link in the email points to a legitimate
Infosec Institute blog post, check the email headers.
Click on the Show Header button in the upper right
corner to view detailed header information.

Both the sender and return-path email addresses
feature the Infosec Institute domain, which suggests
the email is legitimate. The return-path address
specifically handles bounced emails-messages that
are rejected by mail servers.

One of the emails listed in the mailbox is a phishing
email called "Your next challenge!". Find it and
download it for further examination by clicking the
download button:

Downloaded files are commonly saved with random
names. To properly document events for further
analysis, give files descriptive names. Open a
terminal and navigate to Downloads:

@ cd Downloads

Use the Is command to check the downloaded files:

als

And change the name of the file from default name to
phishing.eml.

& mv "phishing email file" phishing.eml

How many of the emails can be verified as legitimate
by examining their headers?

[ «  Previous ] [ Next -
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Figure 10. Renaming the downloaded email (see Figure 9) to "phishing.em!".



